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Abstract—We present an efficient key distribution scheme A g-composite scheme was proposed by Clearal. [2]
for sensor networks in which resource constraints and the in which they increased the requirement of number of keys
possibility of node capture and malfunctions are considerg. We that are shared by neighbors to > 1 resulting in in-

deal with the problem of efficient routing and key distribution d network i inst nod i buiri .
simultaneously. The resulting scheme is scalable and reigiht to creased network resilience against node captures butrnegjui

node captures and malfunctions. Under certain assumptionghe @ decrease in the key pool siz8|, in turn increasing the
scheme has an upper bound ofog>N on the diameter of the probability of key repetition or an increase in the key ring

network and the number of keys required per node (whereN is  size at each node. Further, thecomposite scheme is only
the number of nodes in the network). advantageous when the number of nodes captured is below
about 0.01V, where N is the total number of nodes in the
network, beyond which it becomes disadvantageous. Other
Wireless sensor networks are expected to be ubiquitousschemes assume deployment knowledge [13], [3]; Du et.
a wide range of applications such as data gathering, patiaht [3] propose a scheme assuming deployment knowledge
monitoring, military applications and environment monit. modeled based on Gaussian distribution, which is an aribjtra
When the data collected is of sensitive nature, the nodesosen probability density function. Other pdfs may be ehos
need to communicate with other nodes to send the datarésulting in different analysis. Also Du’s scheme only aio
the sink or perform distributed computation and this reegliir for static nodes because of their assumed probability tensi
communication to be protected using cryptographic methodsnction for the deployment of sensors.
The use of public key cryptosystems for sensor networks isA pairwise key distribution scheme is developed by Du
ruled out because of large energy consumption [11], and oseal. in [4], where they build upon the idea of Blom’s key
secret master key for all sensor nodes, although infinitedystribution scheme that is resilient, which means that if less
scalable, is insecure for obvious reasons. An all-pairgumi than) + 1 nodes are compromised, the uncompromised nodes
key distribution, requiring every sensor to stave— 1 keys is remain secure and if more thannodes get compromised, the
infeasible because of the memory constraints on sensoisnodetire network is compromised. Such a scheme reqdieg
[3] and the difficulty and inefficiency of adding new nodesnemory spaces to store the generator matrix and a secrédt set o
into the network. Hence symmetric key pre-distributiontis t numbers that will be used to generate keys with neighboring
usual approach. nodes. A large\ increases network resilience, it also increases
It is common to model sensor networks as random graptiee memory requirement and vice versa. The scheme has a
based on the assumption that there is no a priori deployméstal computational overhead and the degradation of né&twor
knowledge and the sensors have a very limited communicaticmaracteristics is not gradual which may not be acceptable i
range [5]. Although, this model is general and widely applimany applications. Further, if an adversary captures a node
cable, it is not representative of many situations. This ehodand masquerades as that node, then it can potentially perfor
involves randomly distributing keys to sensors from a large key exchange with every other node in the network.
pool of keysS such that any two neighbors share at least A scheme by Jarraj and Saifan [1] adopts a hybrid approach
one key with probabilityp and the whole network (graph) isby combining random key pre-distribution with local key ex-
connected with a certain probability. To achieve this, esmte change via neighbors. Such a scheme minimizes the interacti
carries a subset of keys, called a key ring, of sizdrom S  between nodes and the base station. Other schemes for key pre
and the problem is then to find a suitable intersection betweeistribution and discussion on framework for it can be found
any two randomly chosen subsets. Such a scheme requirefo], [8], [7].
three steps, namely, key pre-distribution, key discovand The scheme that comes closest to our scheme is the random
path key establishment. The key pre-distribution is ex@di pair wise key distribution scheme by Chatal. [2]. In Chan’s
above. In the key discovery phase, every node broadcastssitheme, pairs of nodes are picked at random from the network
key IDs to all its neighbors and upon receiving the broadceamtd unique keys are assigned to the pairs. This providesainutu
from others, determines which keys are shared with whictode authentication because of uniqueness of the key shared
node. In the path key establishment phase, two nodes thatashal it eliminates the key discovery phase. Like most key
not share a key establish a key via multihop. distributions schemes, it focuses on network connectwitife

I. INTRODUCTION
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finessing the routing problem.

In this paper, we confront the joint problem of key dis-
tribution and secure message routing. We work under the
assumption that almost all the sensor nodes are within cammu
nication range of each other. At first blush, it may seem that
our assumption precludes the need for a routing algorithm.
But note that we are only interested in secure transmission
of messages, and although all the nodes can communicate
with each other in plaintext, secure communication can bapp
only between nodes that share keys. If we use a random key
distribution scheme for a network that follows our assuopti
two possible methods exist for secure message transmission
First, the sensors could build the adjacency matrix of the
network based on shared keys. In order to do this, every
sensor would have to communicate to other sensors with
whom they share keys and then run a shortest path algorithfi'a: 1. Only connections of node 1 are shown in a network sfzd e=16.
Second, sensors could encrypt every message they recatve th
is not intended for it with all the keys that they have in their
key ring and flood the network. However, this is not only
computationally expensive, it also requires a time-te-for 2
each message and keeping track of already visited nodes in
order to avoid loops. Hence, a random key distribution seghem
is unable to take advantage of the fact that all the sensers ar
within communication range. We present a strategy thatstake )

advantage of our assumption and presents a balanced solutio >§[ ]&<

for routing and key distribution.

When compared to Chan’s work [2], we pick node pairs
from the network and assign them unique keys, but we pick
them based on certain logic that makes the routing of message
efficient.

Our contributions are:

1) The use of an overlay architecture for key distribution
that makes the secure routing of messages between
sensors efficient.

2) An efficient scheme that requir€3(logo N) keys per

que V(\;'th the upper bound on the maximum path Iemg}@sulting network can securely communicate vithgo N — 1
eing O(logzN). n@des directly, while the network has a totalBtog, N — &

Fig. 2. All the connections shown in a network size éf=16.

3) Resilience against node captures: one node capture
affects that node and its connections, no other no
communication is compromised.

4) Scalability and resilience against link and node fasure

®The messages can be securely routed using direct connec-
tions or via multi-hop using intermediate nodes. The rautin
can follow three procedures,

II. THE PROPOSEDKEY DISTRIBUTION SCHEME 1) Treating the connections in the graph as bidirectional
Assume that the nodes are assigned node IDs in a sequend@ Treating the graph to be made of two halves %f

from 1 to N. The nodes in the network can then be (logically) ~ nodes symmetrically arranged on the two sides of node
assumed to lie on a circle according to their node IDs as ¢ and assuming that the connections are unidirectional

shown in figure 1 for a network of size 16. To simplify our (clockwise in one half and anticlockwise in the other)
explanation we will assume our networks to be of stéefor 3) Assuming that the connections are unidirectional (clock
some integet. wise)

The key pre-distribution is performed as described: nodelLet N; denote the set of direct neighbors of nad®irect
with node IDi shares unique keys with nodesl, i+2, i+4, neighbors are those nodes which share a key. If a source node
1+8, and so on untif + % computed modulaV. s wishes to send a message to a destination rbslecurely,
Every shared key is represented by an edge between notlesrouting of messages takes place using one of the foltpwin
in figure 2 and can be used for secure communication. Sirelgorithms. Letdist(i, j) return the distance between nodes
the keys distributed are symmetric keys, the same key maydoed j by computing miti(i — j)modN, (j — i)modN).
used for communication in both directions and the nodesdn th
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Algorithm1 (Bidirectional Connections) ‘ ‘ ‘ ‘

1) If d € Ny, nodes sends the message directlydaising M [ IN=256
the key they share M [FIN=512

2) If d ¢ N, nodes sends the message to a nodec N, BIN=1024
encrypting the message using the key it shares with
where m is chosen such thafist(m,d) is minimum
VYm € Ny

3) Upon receiving the message destined dprnode m
decrypts the message and repeats step 1 and 2

o

o©
=

o
W

o
N

Ratio of nodes reachable

o
=

Al gorithm2 (Unidirectional - 2 halves)

1) If d € Ns, nodes sends the message directlydaising H I
the key they share -T ) 3 4 d
2) Ifd¢ Noands <d < s+ %modN on the circle. Node Number of hops
s sends the message to a nadec N, encrypting the
message using the key it shares with wherem is Fig. 3. Path length to neighbors
chosen such thatist(m, d) is minimumym € N, and
m appears before (clockwisé)on the circle ) ) ) _
3) If d ¢ N, ands+ % < d < (s—1)modN on the circle. by powers of 2. This has.been proven in [12] and is deducible
Nodes sends the message to a nodes N, encrypting fom the procedure for binary search. o
the message using the key it shares withwherem is Algorl_thm 2, considers the network to have. unidirectional
chosen such thatist(m, d) is minimumV¥m € N, and connections, but be fqrmed of two symmetric halves. The
m appears before (anticlockwisé)on the circle arguments for the maximum number of hops from the source

4) Upon receiving the message destined fornodem !0 the destination that apply to algorithm 3, applies here as

decrypts the message and repeats step 1, 2 and 3 Well but with half the size of the original network, makingeth
upper bound to béoga N — 1.

We consider Algorithm 1 as the primary algorithm for our
network. Algorithm 2 and 3 may be used to find alternate
paths in the case of link and node failures.

Another possible routing may be to send the message to
every node within a pre-specified distance from the destinat
which are source node’s direct neighbors.

Figure 3 shows the ratio of nodes reachable at various hops
for different network sizes treating the links as bidirenal
using Algorithm 1.

Al gorithm 3 (Unidirectional Connections)

1) If d € N, nodes sends the message directlydaising
the key they share

2) If d ¢ N, nodes sends the message to a nodec N,
encrypting the message using the key it shares with
where m is chosen such thafist(m,d) is minimum
vYm € Ng and m appears before in the clockwise
direction

3) Upon receiving the message destined fiornode m
decrypts the message and repeats step 1 and 2 1. PRUNING THE NETWORK

) ) oga N We note that optimality is achieved when the number of
The maximum path length for algorithm 1 hé—‘? =] +2. keys per node idog.N and the maximum path between
This is because the connectiosizce the network into pieces nodes igog, N. Since every node hafog, N — 1 connections
doubling in sizes. The arrangement of connections thezefpsyliting in a diameter much lower thawy, N. Consequently,
results in the largest slice of siz§. In the worst case, the we prune the network such that nadshares a key with nodes

source node sends the message to a node that is at the edge;+4 ;+16, i+64 and so on, where alternate connections
of the largest slice. After the first hop the distance frogre removed.
the destination reduces t x 7§ = . From second hop  Figure 4 shows the plot for average path length for the
onwards, the network no longer forms a closed circle and th@ned network and the original network with bidirectional
connections only divide the remaining part of the netwotk in connections. We see that the deterioration in the path heisgt
slices such that the largest slice is of size remaining part gradual and becomes prominent only for large network sizes.
of the networkwhich after the first hop ig x § = {&. The  Other figures in the paper are for analysis on the un-pruned
second hop only reduces the distanceo where M is the network and the simulations are run over 10 iterations. The
size of the remaining network. Continuing in this way, thgimulations were performed in C and MATLAB and the sensor
upper bgund on the number of hops for a network of s\ze petwork was modeled using adjacency matrix.
is L%J + 2. A formal proof may be found in [10].

The maximum path length for algorithm 3 fi5ogo N'|. This
is because if the connections are considered unidiredtionaWe assume that at any given time every node in the network

clockwise, then the distance from source to destinationgesl is aware of which nodes have failed. Further, since entire

IV. LINK AND NODE FAILURES

1586



o
o

IN
q

o©

=L

< g
.
D 4 = 0.6
c ©
[} ° “—
- r X
= 3.5 - c 0.5
IS . =
*

2 3 1 Soq
] * . ¢ Pruned network >
(?2_5, . ¢ Original network | % |
— © 03
2 . s

o a
< . 9 0.2-

. . D-
1.5
. 0.1+
15 o > ) 4 . .
10 10 10 05 a 3 .

[
Q.

0

10 10 . 1 10
Number of nodes in the network

100
Network size N

Fig. 4. Comparison of average path lengths for the origimal the pruned

network for varying network sizes. Fig. 6. Probability of link failures at which first isolatecbde appears for

different network sizes.

0.1 has not yet reached the current source node. In order to cope
0 0.6 with such situations, routing algorithms must be modifiethwi
5 an additional constraint that a destination upon receiang
805 message, sends back an acknowledgement to the source node.
< If the source node does not receive an acknowledgement in a
% 0.4 pre-specified time interval, the source retransmits theseggs
203 via an alternate path.
£o.
%0.2— A. Routing Algorithm Failure
a 01 It is clear from figure 2 that there exist several alternate
' shortest paths and that Algorithm 1 determines some of them.
‘ If we consider the clockwise movement of messages as +ve
10' 107 . 10’ hops and anti-clockwise movement as -ve hops, then the
Number of nodes in the network

minimum number of hops required is the minimum number
Fig. 5. Probability of link failures at which the network gedisconnected of powers of 2 needed to be added and subtracted so as to
for different network sizes. express the distance between the source and the destination
For example, consider a network of si2e= 32. Let node
1 be the source and node 13 the destination. Then Algorithm 1
network’s adjacency matrix is already known, a route can lctates that it takes at least 3 hops to reach node 13 from nod
efficiently computed from a source to destination. Once @&nod and the intermediate nodes that the message may go through
failure is detected, the node that detects this failuredicasts are 16 and 12. Hence, one of the paths computed by Algorithm
a message to other nodes. lis< 1,16,12,13 >. The possible powers of 2 in this network
We performed link failure analysis and the results arare2°, 2!, 22, 23, 24 and Algorithm 1 expresses the distance
plotted in figures 5 and 6. The simulations were performditween node 1 and node 13 as addition and subtraction of
by first establishing the connections as described befode a@hese powers, i.e.3 = 16 —4+1 = 24 —22 4+ 20, Further, the
then breaking these connections based on some probabiitpression above dictates the distance between hops that th
of failure py. We observe the effect of link failures onmessage needs to cover. Thus, +16 means the message should
connectivity of the network in figure 5 which shows thabe first sent tal6'* node in the clockwise direction (reaching
link failure probability may be as high as 0.55 before thmode 16) and -4 indicates that message should be next sent
connectivity of the network gets affected. When viewed glorto 4t node in the anticlockwise direction (reaching node 12),
with figure 6, it shows that network connectivity and nodand the final +1 says that the message should be sent to the
isolation follow each other closely which implies that thaext node in clockwise direction (reaching node 13).
network is resistant to breaking into smaller networks. The path determined by Algorithm 1 is the shortest but not
Despite assuming that nodes in the network are aware wfique. Not all the nodes in the network need to compute
which nodes have failed, some failures may occur while tliee entire path, but only the next hop. Following the example
message is in transit or the information of the node failuebove, the hops could be rearranged3indifferent ways,
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namely -4+16+1, -4+1+16, 16+1-4, 1-4+16, 1+16-4 and 1

[6)]

4+1. All of these paths are of same length and reach node §

Further, the distance 13 cannot be expressed using fewer t §4_57

3 powers of 2 and hence requires 3 hops. A detailed analy 3

of the ‘binary search problem’ that is solved by Algorithm : g a

can be found in [6] which also proves that Algorithm 1 find £

a shortest path. < 38
If paths are allowed to fail in our model then the probabilit g

that routing will fail is given by the probability of at leashe £ 3

intermediate link failing. This is expressed below, =
Pr(routing failure) = 1-Pr(no link fails on the path)£1— 52.5

ps)", where,h is the path length or number of hops apds z

the probability of failure. 3 01 02z 03 02 05 08 07
The paths may fail due to change in network topograpt Probability of link breakage p

physical barriers or partial malfunction of nodes. Notet th%, b lenath b § 4 its dearadhtiore
this is different from node failures, where one node failurgd; izdatAe‘éengdeeF;";tpe:r”g,zzmg)tf’vee” nodes and its degr re the
affects at leasRlogo N links. A link failure is the failure of

only a single link independent of other links, while the nede

at either end of the failed link may remain active. V. ADDING NEW NODES

In our example above, if probability of link failure is |n order to enable the addition of new nodes to the sensor
p=0.05, a path will fail with a probability of —(1-0.05)> = network, we adopt a strategy similar to that adopted in [12].
0.142625, i.e. about 15% of the time. We assume that nodes are mapped into a larger ring with

Algorithm 1 also determines a number of alternate paths thrabre number of node places than the actual number of nodes,
may be taken, although not all of them are disjoint. For esuch that some of these places remain unoccupied. These
ample, other paths to 13 may be 16-2-1, kel, 16,14,13 > unoccupied spots should be uniformly distributed over the
and all permutations of6, —2, —1. We see that node 16 isnetwork. Another way to look at it is to assume that the ring
common in some of the paths. initially had all points occupied, but eventually some nede

In general, longer paths have larger probability of failinave failed leaving vacant spots. The original nodes in the
than shorter ones. However, for longer paths many mdrgtwork still share keys with nodes that previously occdpie
alternate paths of comparable length exist. Since, theelsingthese vacant spots, which may now be taken up by new

shortest path is of lengthug, N, the probability of failure of replacement nodes joining the network. The new nodes are

this path isl — (1 — p)!°>N and there exist at leagtogs N)! preloaded with relevant shared keys. As soon as a new node

alternate paths. joins the network, it broadcasts its presence to other nodes
Other possible paths are given by Algorithm 2 and 3, Whic?'Pab“ng them to update their tables. )

P P g y A9 The number of vacant spots that may be left in the network

be | d to Algorithm 1, but h ) . : .
?Oatjyndeofgrz?oegr;\?)mpare 0 Algoritim ut have an uppggn be determined by node failure analysis and its tradeoff

) i ) ) against degradation of network connectivity. From the fgur
Anqther mechanism to handle_ routing fa|Iures is that - Whefl, e see that the network remains connected for probability o
a particular node detects that a link between itself and éx¢ Nhode failure as high as 0.43, indicating that as many as 40%

node on the path has failed, it finds an alternate path itSelt the nodes can fail without effecting network connecivit
instead of sending back a routing failure notification to th?his directly indicates the extent of scalability that ca@ b
sender. Thus the current node now acts as the NewW SOUWERieved in the network. That is, by leaving as many as 40%
for the message. If necessary, whgn no next node is W'trHPpositions on the ring vacant, we can still guarantee ngtwo
reach according to the routing algorithm, the current nodg Myetormance and add new nodes later to fill the unoccupied

step back one hop and compute all the nodes that are al a5 For example, a network with 600 nodes may be mapped

distance of one additional hop from the destination. This Shto a circle of size 1000: consequently as many as 400 new
possible because every node is aware of the network topolqgyjag may join the netwc)’rk.

and it can then transm.it the message to the next best nodey e on scalability: Since a node shares keys with
Thg expansion of possmlg set of next h.ops only takes plaﬂ%gQN — 1 other nodes, onlyD(logsN) new keys have to
unt_ll a pre_determlr?gd r_ad|us beyond which the node Send%@distributed when a new node joins the network.

delivery failure notification to the source node.

Figure 7 analyzes the increase in the average path lengtfl- L MITING THE COMMUNICATION RANGE OF NODES
between nodes until the first isolated node appears. We seédssume that the nodes are randomly deployed and that their
that the increase is gradual and can tolerate high probabiltommunication range is limited té neighbors, which is a
of link failure. fraction of the total nodes in the network. This is the sciEnar
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length. We have analyzed the effect of link failures and node
failures on network connectivity. We have proposed methods
for coping with such failures and for adding new nodes to the
network. Lastly, the effects of limited communication rang
of nodes has been discussed.

Future work involves studying the effects of mobile sensor
networks and extension of our scheme to a two dimensional
layout, which is more intuitive. Also, in the case of randoea d
ployment, one needs to determine how subnetworks (of ldnite
randomness) may be formed that have optimal characteristic
within themselves and application of our scheme to it may be

0 ‘ 2 163

10
Number of nodes in the network 1]

Fig. 8. Probability of node failures at which the network a®es uncon-
nected against different network sizes.

(2]

assumed by most of the previously proposed schemes. Further
the minimum number of edges per node (degigeequired [3]
to guarantee network connectivity with a high probabilignc
be determined by first deriving the minimum probability of[4]
connection,p, required between nodes (using the Erdos -
Renyi formula [5]), and then computing= p(N — 1).
- .5

In our model every node has specific number of connectlor{sJ
m = 2logaN — 1 > d. The probability that a nodé with &
neighbors,k > m, will share keys with exactlyl of them
is computed by noting that there ar&Y ways to choose
k neighbors. There ar€’ ways to select! neighbors such
that they share a key with nodeand there are;',fi 4 ways .
to select remaining neighbors with whom there is no shareb]
key, whereC} = #’,b, Therefore, the probability that out
of k& neighbors, exactlyl of them share a key with node

m N-—m

is given byp(d) = Ca XCCN’H . Given a fixedk, the larger

the m, the better the pr'f)bability of graph being connected.
The probability that the graph will be connected is given by
ij(j), d<j<m.

If d > m, that is the required degree is larger than
the number of connections, then new connections may [ag)
established by connecting notlo a node in the middle of the
largest slice in the network. For example, a new connecti?ﬂ]
for nodei may be established betweér- £ andi + £ the
first time and for subsequent new connections one may dividél
the largest remaining slice of the network into two halveshea
time.

In sensor networks, local communication is more commd#l
than communication across the entire network, therefore, a
random sensor network may be modeled as consisting of
smaller well connected networks.

(6]

(8]

VII. CONCLUSIONS

We have presented an efficient key distribution method
for sensor networks that has applications in wireless mesh
networks and computer networks as well, and has an efficient
routing algorithm with a bound of)(log2N) on the path
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investigated.
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